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Message Text 


SECRET 

PAGE 01 STATE 293602 

72-62 

ORIGIN EB-07 

INFO OCT-01 NEA-10 ISO-OO COME-OO DODE-OO CIAE-00 INR-07 

NSAE-00 SS-15 NRC-05 MC-02 EUR-12 NSC-05 TRSE-00 

ACDA-07 OES-06 ERDA-05 PM-04 /086 R 

DRAFTED BY EB/ITP/EWT - AJREICHENBACH:LLB 
APPROVED BY EB/ITP/EWT - HKOPP 
COMMERCE - EPWALINSKY 
DOD - EMURPHY 
NEA/IRN - RBEALES 

090570 

R 020227Z DEC 76 
FM SECSTATE WASHDC 
TO AMEMBASSY TEHRAN 

SECRET STATE 293602 

E.O. 11652: XGDS - 2 
TAGS: ESTC, IR 

SUBJECT: POSSIBLE DIVERSION OF U.S. STRATEGIC GOODS 

1 . THE DEPARTMENT HAS BEEN INFORMED THAT EMBARGOED U.S - 
MADE STRATEGIC ELECTRONIC EQUIPMENT IS BEING DIVERTED 
BY AN IRANIAN COMPANY TO A SOVIET NUCLEAR RESEARCH 
INSTITUTE. THE IRANIAN FIRM IS ONLY IDENTIFIED BY THE 
ACRONYM G.O.C.N., WITH NO ADDRESS OR FURTHER IDENTIFYING 
INFORMATION AVAILABLE. AN IRANIAN ORGANIZATION WITH THIS 
NAME IS NOT KNOWN TO WASHINGTON AGENCIES. 

2. ACTION REQUESTED: EMBASSY IS REQUESTED TO ATTEMPT TO 
IDENTIFY THE FIRM. SUPPLYING ADDRESS, TYPE OF BUSINESS, 
IMPORTANCE IN THE ELECTRONIC EQUIPMENT SECTOR. AND 
WHETHER IT IS A PRIVATE FIRM OR GOVERNMENT ASSOCIATED. 
OUR SOURCE INDICATES THAT G.O.C.N. MAY BE OPERATING 

IN COLLUSION WITH GERMAN OR JAPANESE ELECTRONICS FIRMS; 
SECRET 

SECRET 

PAGE 02 STATE 293602 

THEREFORE AN INFORMAL QUERY TO THE EMBASSIES OF THOSE 
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COUNTRIES MAY REVEAL THE IDENTITY, SHOULD NORMAL 
EMBASSY SOURCES PROVE FRUITLESS. THE REASON FOR THE 
INQUIRY SHOULD NOT BE DISCLOSED. 

3. AN EARLY REPLY IS REQUESTED. ROBINSON 

SECRET 

NNN 
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Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 JAN 1994 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: ELECTRONIC EQUIPMENT, BUSINESS FIRMS 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 02 DEC 1976 

Decaption Date: 01 JAN 1960 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Authority: SmithRJ 
Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 28 MAY 2004 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1976STATE293602 

Document Source: CORE 

Document Unique ID: 00 

Drafter: AJREICHENBACH:LLB 

Enclosure: n/a 

Executive Order: X2 

Errors: N/A 

Film Number: D760447-0025 
From: STATE 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1976/newtext/t19761278/aaaacppy.tel 

Line Count: 66 

Locator: TEXT ON-LINE, ON MICROFILM 
Office: ORIGIN EB 
Original Classification: SECRET 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: SECRET 
Previous Handling Restrictions: n/a 
Reference: n/a 

Review Action: RELEASED, APPROVED 
Review Authority: SmithRJ 
Review Comment: n/a 
Review Content Flags: 

Review Date: 10 JUN 2004 
Review Event: 

Review Exemptions: n/a 

Review History: RELEASED <10 JUN 2004 by greeneet>; APPROVED <22 OCT 2004 by SmithRJ> 

Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
04 MAY 2006 


Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
Secure: OPEN 
Status: NATIVE 

Subject: POSSIBLE DIVERSION OF U.S. STRATEGIC GOODS 
TAGS: ESTC, IR, US, UR 
To: TEHRAN 
Type: TE 
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